Communications and Computer Infrastructure And Related Technical Activities 

Functions and Program Areastc "Table G-1.  Communications and Computer Infrastructure Functions and Program Areas   " \f C \l 4
Part I:   Communications and Computer Infrastructure

Functions (numbered)

1.
Communications programs of special interest:  The following listing represents programs or program areas of special interest that should be reported in this section.  Do not report resources that have been reported elsewhere in Tab G as part of another program.

Program Areas (lettered) 

a. Defense Message System (DMS) (CC1A):  The DMS is the migration system that replaces the existing Automatic Digital Network (AUTODIN) and Electronic Mail (E-Mail) message systems with a single electronic messaging system based upon modern technology.

b. Electronic Commerce/Electronic Data Interchange (EC/EDI) and related infrastructures (CC1B):  All activities that enable implementation and integration of EC/EDI throughout the DoD.

c. Video Teleconferencing (VTC) (CC1C):  All activities related to providing secure and non-secure video teleconferencing VTC services.

d. Distance Learning (CC1D):  Activities such as distance learning, distance education, and teletraining which use information technologies for the transfer of information between geographically distant sites for the purpose of training and education.

2.
Communications Infrastructure (Communications and Computing Infrastructure)

Program Areas (lettered) 

a.
Long Haul/Wide Area Communications Infrastructure (CC2A):  Long distance or wide area communications connectivity  between DoD activities (bases, installations, deployed/tactical, etc.).  Includes:

1. The telecommunications infrastructure that provides wide-area inter-connectivity between facilities, bases, posts, camps, stations, ships, and deployed units.

2. Satellite communications (both military and commercial)..

3. Point-to-point connectivity and associated transmission equipment not included in the common user DoD telecommunications infrastructure.

4. Intra-base communications- communications connectivity between bases 

5. DoD common user long-Haul (DISN) communications.

b.
Deployable/Tactical/Shipboard Communications Infrastructure (CC2B):  Communications infrastructure including voice, video and data transmission resources for deployed information transfer requirements.  Does not include systems that should be reported under “Long Haul/Wide Area” (above).  Includes:

1. Networked systems: switching (voice, data, etc.), transmission (satellite, terrestrial), system management, subscriber equipment, and user applications.

2. Radio and wireless systems not reported as part of networked systems.

a. Base Level Communications Infrastructure (CC2C):  Communications infrastructure at the base level for IT assets to include inside and outside cable plant (wire/fiber optics) and any associated equipment that is installed as an integral part of the base infrastructure, i.e. telephone systems and instruments, facsimile, network concentrators, and routers.  Does not include security resources installed as part of the infrastructure (see Related Technical Activities--Information Assurance) nor infrastructure that supports a single application and whose funding is reported as part of the AIS funding elsewhere in Tab G.  Includes:

1. Modern digital switches capable of handling voice, video, and data services.

2. Distribution plants to provide higher speed, larger bandwidth, transport services necessary for communications services and connections to Metropolitan Area Networks and Local Area Networks.

3. Base level communications for data processing centers.

4. Local telephone services.

3.
Computing  Infrastructure (Communications and Computing Infrastructure)
This section has been adjusted to report both fixed and deployable computing assets and to report fixed assets by capability rather than location in accordance with the program areas in OMB Bulletin 96-02, “Consolidation of Agency Data Centers.”  Fixed processing sites with dissimilar equipment should be reported by program areas according to the largest machines.  For example, a site that has both mainframe computers and mid-tier computers should be reported in the mainframe processing program area.  All deployable/tactical/shipboard processing should be reported in the deployable/tactical/shipboard processing programming area regardless of equipment type.  Central Design Activities should report by site according to the breakout below.

Automated information processing operations reported in this section generally perform one or more of the following functions:  processing associated with agency-approved automated information systems; time-sharing services; centralized office automation; records management services; or network management support.  Staff associated with the operations and reported here include computer operators, computer system programmers, telecommunications specialists, helpdesk personnel, administrative support personnel.

Fixed facilities that have fewer than five full-time equivalent (FTE) employees of the type described above should report under Other Application Processing Centers.    Those operations which involve local area networks, file servers, or desktop computers and who support administrative processing (i.e., word processing, spreadsheets, etc) rather than application processing , should be reported as Office Automation (listed as a separate function),

For Computing Infrastructure:

· Most DWCF resources are associated and reported by DISA; however, appropriated funds associated with mainframe processing (3a), small and mid-tier processing (3b), etc., will be reported here by the  Services and Agencies.

· Funding for LANs within a data center that connect to base level networks should be reported here.  However, end-to-end communications (from wide area to base level/deployable/tactical/shipboard) are reported under “Communications Infrastructure.”  Do not duplicate communications reporting in this area

· Funding for computer infrastructure that is dedicated to a particular AIS and whose funding is reported with that AIS should not be reported here.

· Funding for separable information security initiatives should be reported  with Information Assurance. 

POC: OASD(C3I) Regina Begliutti (703) 614-2196.

Program Areas (lettered)

a. Mainframe Processing (CC3A):  Any fixed-site automated information processing operation with mainframe processors and a standing staff of five or more full-time equivalent (FTE) employees, not including applications programmers.  Mainframe processors are large-scale, multi-tasking computers that serve large numbers of concurrent on-line users and/or execute batch applications.  These machines generally operate on raised computer room floors and require controlled environmental conditions.

b. Small and Mid-tier Processing (CC3B):  Any automated information processing operation with small and mid-tier processors and a standing staff of five or more FTE employees, not including applications programmers.  Small and mid-tier processors are those machines that fall in the range between work stations and the mainframe.  Examples of their uses include client-servers, controllers, process, controllers, and dedicated single application processors.

c. Other Application Processing Centers (CC3E) : Any automated information processing operation with small and mid-tier processors and a standing staff of less than five FTE employees, not including applications programmers.  Small and mid-tier processors are those machines that fall in the range between work stations and the mainframe.  Examples of their uses include client-servers, controllers, process, controllers, and dedicated single application processors.

d. Deployable/Tactical/Shipboard Processing (CC3C):  Any deployable/tactical/shipboard automated information processing operation.  Include in this program area, personal computers and peripherals (whether connected to a WAN/LAN or operated in the stand-alone mode) that have not been reported elsewhere.  Include network software and associated resources.

e. Super Computing (CC3D):  Any automated information processing operation with high performance scientific computers and a standing staff of five or more FTE, not including applications programmers.

4.
Office Automation (Communications and Computing Infrastructure) (CC4)

Facilities that support local area networks (LANs), file servers, or desktop computers, and that support administrative processing (i.e., word processing, spreadsheets, etc) rather than application processing, should be reported as Office Automation (listed as a separate function).  This reporting category includes communications and computing resources, usually at the tenant level.   Include communications and Automated Data Processing Equipment (ADPE) at the base/deployable/shipboard computing level not reported above.

· Include servers and LANs below mid-tier level, network software and all personal computers connected to a WAN/LAN and all stand-alone ADPE.

· Do not include personal computers and peripherals that are dedicated  to a single system and reported with that system.

· Do not include Information Assurance resources if reported separately. 

5.   Information Assurance (CC5)

· Information Assurance (IA) efforts include all efforts that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  These efforts include providing for the restoration of information systems by incorporating protection, detection, and reaction capabilities.  As such IA is broader in scope than information systems security and reflects the realities of assuring the timely availability of accurate information and the reliable operation of DoD information systems in increasingly globally internetworked information environments.  Currently, the largest program identified with DoD IA efforts is the Information Systems Security Program (ISSP).  The ISSP includes resources (RDT&E, manpower, investment, and operations) allocated to:

a. Perform information system security research and development.

b. Procure and integrate COTS and GOTS security products throughout the Defense Information Infrastructure (DII).  

c. Protect and secure DoD telecommunications and information systems

d. Provide maintenance and support for security products in use throughout the DII.

e. Provide IA education, training, awareness, and professionalization services for system administrators, security professionals and users.

f. Establish and maintain a public key infrastructure.

· ISSP funding of IA related technology efforts and product development include network security and network security management requirements, provision of releasable cryptography for coalition warfare, next generation digital secure voice/data capabilities, and advanced cryptographic key distribution mechanisms.   Similarly, the ISSP includes Service and Component funding of initiatives including multi-level security (MLS) products and technology initiatives, security architecture development to include the Global Security Management Initiative (GSMI), development of advanced attack sensing and warning tools, DoD-wide IA incident reporting and response capabilities, system and network vulnerability analyses and Red-Team operations.

· Components will report all IA resources associated with the protection of their information systems and networks.  This includes the monitoring of systems and networks, detection of attacks or anomalous activities on them, reaction to such incidents, the training, education, and professionalization of network and system managers and users of information systems and networks. This also includes IA investments required to ensure the operation of information dependent weapons systems, and IA assessments of information systems and networks.  IA resources that are separable will be reported and identified by program (e.g., DMS and DISN security, Base Improvement Program).  Components will also report all IA initiatives not associated with a specific program (e.g., Service Computer Incident/Emergency Response Team, IA training, education and professionalization efforts, and contractor provided support) under “Other.”  All IA resources shall be reported in this section and will not be duplicated elsewhere in the report.

OASD(C3I) POC:  Jeff Gaynor, 703-693-6696.

Part II : Related Technical Activities

Functions(numbered)
1.
Spectrum Management (RT2)– Activities that deal with management of the military frequency spectrum.

Activities reported in this area include: spectrum resource management (resources associated with identification, documentation, acquisition, allocation, planning, management, and control of military frequency requirements; automation of management tools; modeling and simulation of future frequency requirements), promulgation of guidance and direction (resources associated with preparing, updating, maintaining, training, and enforcing guidance and procedures to be followed by system developers), cooperation with other spectrum users (resources associated with: resolution of interference during operations; negotiation of usage and rights among government and commercial organizations at the national and international level; and, transfer of portions of the spectrum to other (non-military) users), and insertion of new and improved technology.  Spectrum management responsibilities are defined in DoDD 4650.1, Management and Use of the Radio Frequency.
2.  Data Administration (RT1)

Activities reported in this area include:  Data sharing  (resources associated with providing data to other activities through middleware and shared data bases as well as data reverse engineering), data standardization  (development, acquisition and management of data standardization tools, staffing of data element standards, management the DoD Data Dictionary, management of  the Functional Data Administration Program, data repositories, data warehousing, management of data administration efforts not integral to AIS and C&C Infrastructure.  Component data administration programs are defined in the Data Administration Strategic Plans required by DoDD 8320.1

3.
Technical Activities (RT4)

a.
Testing:  Services and Agencies will report all testing activities related to interoperability and standards compliance in this program area, which is primarily associated with DISA.  Testing is one of the tools used to ensure full Information Infrastructure integration, interoperability, and standards compliance.  For example, DISA’s Joint Interoperability Test Center (JITC).  Do not report operational or system developmental testing associated with individual AISs and other initiatives here.

b.
Engineering:  Any engineering activities not included in other areas.  These engineering activities include system and integration engineering and software engineering; processes, tools, technologies, and methods in data and system reverse engineering; management of information system assets; and other related information systems practices and infrastructure.

c.
Architectures:  Operational and systems architectures.

d. Interoperability:  Activities include developing technical architectures; definition of the common operation environment; operation of Joint and Service IT/C3 battle labs and centers; related activities; conduct of IT/C3 exercises, demonstrations, and experiments; development of standards (primarily associated with DISA; however Services and Agencies will also report technical standard resources in this program area).

Report resources associated with: 

· Representation of DoD’s involvement in the international standardization process.

· Operation of Joint and Service IT/C3 Battle lab/Battle Center costs (other than already reported  in the individual IT/C3 programs reported)

· Conduct of IT/C3 exercises, demonstrations, experiments (other than already reported  in the individual IT/C3 programs reported)

· Development of guidance based on commercial standards.

· Forming of partnerships with industry to make standards based on available Commercial-Off-The-Shelf (COTS) products.

· Facilitation and enforcement of the use of appropriate standards within DoD.)

4.
Other (Information Infrastructure Area) (RT5)

· All Defense Information Infrastructure (DII) initiatives that do not fit into any of the above C&C Infrastructure Functions/and Related Technical Activities are reported here.  These include, but are not limited to: 
· Business Process Reengineering activities directly related to information resources and not included elsewhere in TAB G should be reported in this Program Area.  BPR is a management analysis discipline to redesign processes, organizations, and the culture of DoD activities.  It can include data and activity modeling, strategic planning, benchmarking, development of functional economic analyses, analysis leading to migration system selection, development of BPR tools and techniques.
· Training
· Pre Acquisition Decision Activities, such as Economic Analyses, alternatives analysis and related business decision activities.
· CIO Support Activities
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Functional Areas and Functional Activities

with Responsible OSD Principal Staff Assistants

This Table provides a listing of Functional Areas and the Functional Activities associated with each Functional Area.  AISs are to be reported in Tab G by Functional Area not by Functional Activity.  The functional activities are  provided only as a guide to assist in determining the proper functional area..
Functional Area/Functional Activities
OSD Principal Staff Assistant
1.
Civilian Personnel  (CIV)

USD(P&R)/ASD(FMP)

 (covers the civilian personnel life cycle) 

2.   Command and Control  (CMD)

ASD (C3I)/DASD(C3)


a.  Strategic C2


b.  Tactical C2


c.  Theater C2


d.  Land Warfare C2


e.  Air Warfare C2


f.  Naval Warfare C2


g.  Mobility


h.  Navigation


I.  Position Fixing


j.  Combat Identification

3a.  Economic Security  (ECON)

USD(A&T)/DUSD(International and Commercial Programs)

(Includes Industrial Base Information, Dual Use Technology, International Programs)

3b.  Industrial Affairs/Installations

      (BRAC and Installations)

 USD(A&T)/DUSD(Indust Affairs & Install)

4.  Environmental Security  (ENVI)

USD(A&T)/DUSD(Env)


a.  Environmental Tech


b.  Environmental Compliance and Prevention


c.  Environmental Clean up/Restoration


d.  Occupational Health and Safety

5.  Finance  (FIN)

USD(Comptroller)


a.  Programming

OD, PA&E


b.  Budgeting 

Comptroller



c.  Financial Operations Activities 

Comptroller


d.  Other Financial/PPBES

Comptroller

6.   Health  (HEAL)

USD(P&R)/ASD(HA)


a.  Medical Care


b.  Medical Logistics

ASD(HA) & DUSD(LOG)


c.  Dental


d.  Medical Readiness 


e.  Other Medical

7.   Information Management  (IM)

ASD(C3I)/DASD(IM)



a.  Records Management


b.  Publications


c.  Technology

8.   Intelligence  (INTL)

ASD (C3I)/DASD(I&S)

9.   Logistics  (LOG)

USD(A&T)/DUSD(Log)


a.  Distribution Centers


b.  Materiel Management


c.  Depot Maintenance


d.  Transportation


e.  Other Logistics Activities


f.  Combatant Logistics

DUSD(Log)\CJCS

Medical Logistics is a shared responsibility with ASD(HA) reported under the Health functional area
10.
Military Personnel and Readiness (MIL)

USD(P&R)/ASD(FMP)


 a.   Core Activities-Master file 


(Human Resource Information Data Bases; Serves all levels of the organization)  


 b.   Recruiting and Accessioning 


(Entrance Processing; Recruiting Processes)  

 c.   Training and Education


(Initial Entry Training & Personnel Development Processes) 


 d.   Allocation


(Assignment and Mobilization Processes)  

 e.   Sustainment

(Identification Cards; Benefits and Entitlements, Personnel Tracking; Casualty Management; Legal and Corrections Processes) 


 f. Quality of Life 

 (Morale, Welfare and Recreation; Commissaries; Family Advocacy; Relocation Assistance) 


 g. Retirement and Separations


(DoD/Veterans' Administration)

 h.  Other Human Resources 

(includes Force Structure; Readiness; and other Military Personnel activities not specifically listed above) 

11.  Nuclear and Chemical and Biological (NCB) 

USD(Policy)

Defense Programs (formerly Atomic Energy)

12.  Other Staff  For example:  (OTH)


a.  Legal Management

General Counsel


b.  IG Activities  

Inspector General


c.  Other  (specify in narrative) 

13.  Policy  (POL)
  
USD(Policy)


a.  Special Operations Forces


b.  Other Policy

14.  Procurement/Contract Administration  (PRO)

USD(A&T)/DUSD(Proc)

15.  Reserve Affairs (RA)

USD(P&R)/ASD(RA)

15. Science and Technology  (S&T)

USD(A&T)


(Includes Meteorological/ weather systems

 not directly related to Intelligence gathering; 

includes advanced research activities;

modeling and simulation)
17.  Systems Acquisition Management (SYS)

USD(A&T)/DIR, SAM


(Includes Oversight, Program Management and Design/Engineering)

18.  Test and Evaluation (T&E)

DOT&E/USD(A&T)

